




Å TalosVulndev

ï Third party vulnerability research
Å 170 bug finds in last 12 months 

ï Microsoft

ï Apple

ï Oracle

ï Adobe

ï Google

ï IBM, HP, Intel

ï 7zip, libarchive, NTP

ï Security tool development

ÅFuzzers, Crash Triage

ï Mitigation development

ÅFreeSentry

ÅResearch Lead

ÅCisco TalosVulnDev





https://github.com/intelpt

http://moflow.org

https://github.com/talos-vulndev/TalosIntelPtDriver
http://moflow.org/






ÅCPUID with leaf 0x7 can detect the support for Intel PT

ÅIf supported, CPUID with leaf 0x14 can return the supported PT features

ÅDifferent CPUs implement different capabilities

ÅThe architecture defines different MSRs to control each tracing operation

ÅIntel initially released Intel PT as part of Broadwell architecture

ÅIntel expanded on the functionality in Skylake

ÅSkylakearchitecture to be available on Xeon CPUs in 2017



INTEL_PT_CAPABILITIES ptCap = { 0 };

int cpuid_ctx [4] = { 0 };// EAX, EBX, ECX, EDX

// Processor support for Intel Processor Trace is indicated by 

// CPUID.(EAX=07H,ECX=0H):EBX[bit 25] = 1.

__cpuidex ( cpuid_ctx , 0x07, 0);

if (!( cpuid_ctx [1] & (1 << 25))) return FALSE;

// Now enumerate the Intel Processor Trace capabilities

RtlZeroMemory ( cpuid_ctx , sizeof ( cpuid_ctx ));

__cpuidex ( cpuid_ctx , 0x14, 0);

// If the maximum valid sub - leaf index is 0 exit immediately

if ( cpuid_ctx [0] == 0) return FALSE;



EAX = 0x14 - Intel Processor Trace 

EBX 

Å Bit 00: IA32_RTIT_CTL.CR3Filter can be set to 1

Å IA32_RTIT_CR3_MATCH MSR can be accessed.

Å Bit 01: Configurable PSB and Cycle-Accurate Mode.

Å Bit 02: IP Filtering, TraceStopfiltering, and preservation of Intel PT MSRs across warm reset.

Å Bit 03: MTC timing packet and suppression of COFI-based packets.

ECX 

Å Bit 00: Tracing can be enabled with IA32_RTIT_CTL.ToPA = 1 utilizing the ToPAoutput scheme

Å IA32_RTIT_OUTPUT_BASE and IA32_RTIT_OUTPUT_MASK_PTRS MSRs can be accessed.

Å Bit 01: ToPAtables can hold any number of output entries

Å Maximum specified by the MaskOrTableOffsetfield of IA32_RTIT_OUTPUT_MASK_PTRS.

Å Bit 02: Single-Range Output scheme.

Å Bit 03: Output to Trace Transport subsystem.

Å Bit 31: Generated packets which contain IP payloads have LIP values

Å Includes the CS base component



EAX = 0x14 - Intel Processor Trace 

Packet Generation (ECX = 1)

EAX 

Å Bits 2:0: Number of configurable Address Ranges for filtering.

Å Bit 31:16: Bitmap of supported MTC period encodings

EBX 

Å Bits 15-0: Bitmap of supported Cycle Threshold value encodings

Å Bit 31:16: Bitmap of supported Configurable PSB frequency encodings



ÅImplemented entirely in hardware

ÅYou can trace all software that the CPU runs (except for SGX secure containers)

ÅSuppose you have to analyze an hypervisor or an evil SVM handler

ÅWith Intel PT you can do that ! 

ÅPerformance

ÅLow over-head (15% CPU perf hit for recording)

ÅLogs directly to physical memory, bypassing TLB and eliminating cache pollution

ÅMinimal log format takes little time to record

ÅOne bit per conditional branch

ÅOnly indirect branches log dest address



Å Different kinds of trace filtering:

1. Current Privilege Level (CPL) ðused to trace all of user or kernel

2. PML4 Page Table ðused to trace a single process 

3. Instruction Pointer ðused to trace a particular slice of code (or module)

Å Two types of output logging:

1. Single Range

2. Table of Physical Addresses 



ÅOS should allocate a contiguous physical memory buffer 

(MmAllocateContiguousMemoryis a good fit)

Å This mode is best suited for

1. Tracing of single application with sufficient size of buffer

2. Redirect the output to a MMIO port or some JTAG controllers 

3. Always-On tracing for post -mortem or forensic analysis 

Å To enable: 

Å Set the proper MSRs

Å MSR_IA32_RTIT_OUTPUT_BASEand MSR_IA32_RTIT_OUTPUT_MASK_PTRS

Å Start the Tracing by setting the òTraceEn ó flag in the control register

Å The buffer will be filled by the processor in a circular-manner



Å Table of Physical Addresses (aka ToPA) is a list of tables that describes each physical 

address used for storing the trace

Å A well-known data-structure definition PML4 (see the Intel Manual)

Å This allows the processor to write data to non-contiguous memory regions

ÅBinary compatibility with the òMDLó data structure of Windows kernel

ÅModality best suited for:

1. Tracing big code areas and/or dump the results in a user-mode file

2. Supporting pause/resume of a application and on-the-fly analysis of the dump

Å Very powerful ðan Interrupt could be generated by the processor at a certain 

point if the buffer is going to be full, or STOP signal




