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Who we are - Richard Johnson

TalosVulndev

i Third party vulnerability research
170 bug finds in last 12 months

Microsoft

Apple

Oracle

Adobe

Google

IBM, HP, Intel
7zip,libarchive NTP

i Security tool development

A Research Lead

i Mitigation development
FreeSentry



Who we are - Andrea Alliev

- Italian Security research Engineer, mainly focused on OS
Security, Kernel Analysis and Malware Research

« Microsoft OSs Internals enthusiast / Kernel system level
developer

« Work for the Threat Intelligence Center of Microsoft Ltd
(MSTIC)

 Previously worked for Cisco Systems in the TALOS Security
Research and Intelligence Group

 Previously worked for PrevX, Webroot and Saferbytes

 Original designer of the first UEFI Bootkit in 2012, Patchguard 8.1 bypass in 2014, and
other research projects/analysis

« Windows Intel Pt Driver designer and developer



INntroduction

In 2014 - 2016 | have been researching high performance tracing and fuzzing
« 2014/2015 - High Performance Fuzzing
« 2015/2016 - Go Speed Tracer

Ruxcon 2015 | demoed a working prototype of Intel PT for coverage fuzzing

June 2016 we developed a prototype Intel Processor Trace driver for Windows

- The driver has been released open-source:
https://github.com/intelpt

This talk picks up where the last one left off...
- See http://moflow.org for previous slides and talk videos



https://github.com/talos-vulndev/TalosIntelPtDriver
http://moflow.org/

INntel Processor Trace



Intel Processor Trace

 Intel Processor Trace is a low-overhead hardware execution tracing feature

It works by capturing information about software execution on each hardware thread using
dedicated hardware in the CPU’s Performance Monitoring Unit (PMU)

- After the execution completes software can process the captured trace data and reconstruct the
exact program flow

- The trace format is highly compressed for efficient logging and requires some effort to decode

Why is this useful?

- Diagnostic code coverage
- Coverage driven fuzzing — automatically find software vulnerabilities
« Malware analysis — sandboxes can trace malware and feed it to the detection filtering platform

« Current malware does not attempt to discover intelpt tracing*



Detecting Intel PT

A CPUID with leaf 0x7 can detect the support for Intel PT

A If supported, CPUID with leaf 0x14 can return the supported PT features
A Different CPUs implement different capabilities

A The architecture defines different MSRs to control each tracing operation

A Intel initially released Intel PT as part of Broadwell architecture
Limited tracing and logging modes

A Intel expanded on the functionality in Skylake
Multiple log buffer management modes

A Skylakearchitecture to be available on Xeon CPUs in 2017



Detecting Intel PT

INTEL_PT _CAPABILITIESptCap ={0};
int cpuid_ctx [4] ={0 };// EAX, EBX, ECX, EDX

/Il Processor support for Intel Processor Trace is indicated by
// CPUID.(EAX=07H,ECX=0H):EBX[bit 25] = 1.

__cpuidex (cpuid_ctx , 0x07, 0);

if (1( cpuid_ctx [1] & (1 << 25))) return FALSE;

// Now enumerate the Intel Processor Trace capabilities
RtlZeroMemory ( cpuid_ctx , sizeof (cpuid _ctx ));

__cpuidex (cpuid_ctx , 0x14, 0);

/[ 1f the maximum valid sub - leaf index is 0 exit immediately
If ( cpuid_ctx [0] == 0) return FALSE;



Detecting Intel PT

EAX = 0x14- Intel Processor Trace

EBX
A Bit 00: IA32_RTIT_CTL.CR3Filter can be setto 1
A 1A32_RTIT_CR3_MATCH MSR can be accessed.
A Bit 01: Configurable PSB and CycléAccurate Mode.
A Bit 02: IP Filtering, TraceStopfiltering, and preservation of Intel PT MSRs across warm reset.
A Bit 03: MTC timing packet and suppression of CORbased packets.
ECX
A Bit 00: Tracing can be enabled with IA32_RTIT_CTL.ToPA = 1 utilizing tA®PA output scheme
A 1A32_RTIT_OUTPUT_BASE and IA32_RTIT _OUTPUT_MASK_ PTRS MSRs can be accessed.
A Bit 01: ToPAtables can hold any number of output entries
A Maximum specified by the MaskOrTableOffsetfield of IA32_RTIT _OUTPUT_MASK_PTRS.
A Bit 02: Single Range Output scheme.
A Bit 03: Output to Trace Transport subsystem.
A Bit 31: Generated packets which contain IP payloads have LIP values
A Includes the CS base component



Detecting Intel PT

EAX = 0x14- Intel Processor Trace
Packet Generation (ECX =1)

EAX
A Bits 2:0: Number of configurable Address Ranges for filtering.
A Bit 31:16: Bitmap of supported MTC period encodings

EBX
A Bits 15-0: Bitmap of supported Cycle Threshold value encodings
A Bit 31:16: Bitmap of supported Configurable PSB frequency encodings



Why is Intel PT so interesting?

A Implemented entirely in hardware
A You can trace all software that the CPU runs (except for SGX secure containers)

A Suppose you have to analyze an hypervisor or an evil SVM handler
A With Intel PT you can do that !

A Performance
A Low over-head (15% CPU perf hit for recording)
A Logs directly to physical memory, bypassing TLB and eliminating cache pollution
A Minimal log format takes little time to record

A One bit per conditional branch
A Only indirect branches log dest address



How it works - Summary

A Different kinds of trace filtering:
1. Current Privilege Level (CPLY used to trace all of user or kernel
2. PML4 Page Tabled used to trace a single process
3. Instruction Pointer d used to trace a particular slice of code (or module)

A Two types of output logging:
1. Single Range
2. Table of Physical Addresses



Single Range

A OS should allocate a contiguous physical memory buffer
(MmAIllocateContiguousMemoryis a good fit)

A This mode is best suited for
1. Tracing of single application with sufficient size of buffer
2. Redirect the output to a MMIO port or some JTAG controllers
3. Always-On tracing for post-mortem or forensic analysis

A To enable:

A Set the proper MSRs
A MSR_IA32_RTIT_OUTPUT_BASEAnd MSR_IA32_RTIT_OUTPUT_MASK_PTRS

A Start the TraciTiacgend yf Is@&dg tiimgt hdhecontr ol
A The buffer will be filled by the processor in a circular-manner



Table of Physical Addresses

A Table of Physical Addresses (akdoPA) is a list of tables that describes each physical
address used for storing the trace

A A well-known data-structure definition PML4 (see the Intel Manual)
A This allows the processor to write data to non-contiguous memory regions
ABinary compatibility with the OMDLO6 dat

A Modality best suited for:
1. Tracing big code areas and/or dump the results in a usermode file
2. Supporting pause/resume of a application and on-the-fly analysis of the dump

A Very powerful d an Interrupt could be generated by the processor at a certain
point if the buffer is going to be full, or STOP signal






