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ÁHow can we use the visualization tools we 
currently have more effectively?

ÁHow can the Software Development Lifecycle 
benefit from visualizations? 

ÁWhat is the impact of visualizations on our 
software security processes?



ÁWhat is visualization?
ÁInformation transmission through imagery

ÁWhy is visualization important? 
Á6ÉÓÕÁÌÉÚÁÔÉÏÎÓ ÕÔÉÌÉÚÅ ÔÈÅ ÍÉÎÄȭÓ ÍÏÓÔ ÐÅÒÃÅÐÔÉÖÅ ÉÎÐÕÔ 

mechanism

ÁWhat are the challenges in visualization?
ÁCreate intuitive spatial mappings of non-spatial data
ÁRetain clarity while presenting highly dimensional 

data



ÁData Visualization



Á Information Visualization



ÁConcept Visualization



ÁStrategy Visualization



ÁMetaphor Visualization



ÁProblem Space
ÁProgram Visualization 
ÁAlgorithm Visualization

ÁSourcing Data
ÁStatic vsDynamic data
ÁInaccurate analysis tools

ÁThe goal is always: Reduce Complexity!



ÁStructural Connectivity
ÁExecution & Data Flow
ÁClass Hierarchies

ÁState Machine Models
ÁMemory profile
ÁAlgorithm Complexity

ÁRevision History
ÁAge and authorship
ÁMilestones in quality assurance



ÁExecution tracing
ÁCode coverage
ÁIndirect relationships
ÁDynamic dependencies

ÁMemory tracing
ÁHeap management patterns
ÁObject instances
ÁTaint propagation

ÁEnvironment



ÁAttack Surface Area

ÁDataflow entry points

ÁPrivilege boundaries

Á Implementation Flaws

ÁArithmetic flaws

ÁComparison flaws

ÁUnchecked user input

ÁExploitability

ÁExecution environment

ÁCompiler security

ÁReachability

ÁHistory

ÁCode age

ÁAuthor credibility



ÁHierarchical Layout

ÁLayered by order of 
connectedness

ÁNot for highly connected graphs



ÁCircular

ÁNodes aligned on circles

ÁClustering



ÁOrthogonal

ÁEdges aligned on axes

ÁClustering



ÁForce Directed

ÁSpring, Magnetic,and 
Gravitational force

ÁPacking



ÁHyperbolic Space 

ÁClarity on center focus

ÁPacking



ÁHigher Dimensional Space

ÁClarity with high connectivity

ÁMulti-level views


